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M
ost global experts now rank India as a country that has succeed-
ed in taking the fruits of technological advancements to most of
its citizens, especially in the fields of telecom and mobile, elec-
tronic payments and micro-payments based on mobile apps, and

internet penetration and adaptability. Given that it was considered almost
an impossible feat even 15 years ago, it is a great achievement for the coun-
try, its society and people, and all governments that played a part. 

Having done so without the most optimal levels of prosperity, education,
conventional computing and landline telephony prevalence, for a lower-
income nation whose economic liberalisation was not too long back and
with over a billion people, it is an extraordinary collective achievement.
However, no boon comes without a tinge or a cusp of a curse attached.

With a mobile device in nearly every hand, the cheapest rates of internet
connectivity and broadband, bank accounts and cyber payment options for
almost every individual, India, the world's now most populous country has
a huge allied risk and threat — cybercrime.

As per a recent report, India is now third globally in terms of the number
of cyber threats it faces. Most citizens are at risk. The report finds that so
commonplace have these attacks become now that there are also confirmed
reports that currently, an attack surfaces across five lakh commercial

clients and crores of individual consumers. 
If over half a million businesses, many of them

very small or micro, and millions of people are
at risk, then it adds up cumulatively to being a
national risk — both economic and social.
Understandably, the USA tops the list, while sur-
prisingly, it is not China but Brazil that comes
second in the worst-impacted countries.
America topped the list with the highest report-
ed malware detection, while Japan topped it in
the list of nations accessing malicious URLs.

As per Trend Micro’s 2023 mid-year cybersecu-
rity threat report ‘Stepping Ahead of Risk’,
India, USA and Brazil logged the most risks in
manufacturing, healthcare and technology

industries, based on an analysis of Attack Surface Risk Management data.
India is easily a country where most citizens can be classified as not being

tech-savvy or too paranoid about security. In fact, we are easily a trusting
nation, to the point of being outrightly gullible. People across all ages, lev-
els of education, location, and other demographic divides, share our pass-
words, OTPs, and PINs about our financially sensitive devices.

Interestingly, and frighteningly, besides healthcare and technology, retail
and government sectors have also been found to be highly vulnerable. Most
Indian government services now operate with predominantly online exten-
sions, and therefore, we must take these threats with utmost seriousness.
Most citizens could and do lose money or access to key services, owing to
these attacks.

With the usage of mobile technology and apps only likely to increase, it
must almost become a national obsession to focus on customer education
regarding cyber safety, best practices and adoption of security-friendly
behaviour. It is almost a subject that is best taught to our youth and chil-
dren early on in educational institutions.

Of a total of 1.63 crore high-risk email threats identified, including 1.43
crore malicious emails and phishing URLs, there were 17 lakh malware and
2.42 lakh business email compromise threats. Sadly, many of them were
clicked and opened.

It is time we end the menace by fighting it as a pandemic.
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T
here are some
good things hap-
pening in India
and some bad
things too; in the

context of the famous quip
by Charles Dickens. The
good is much about the
great scientific achieve-
ment, with Isro succeed-
ing in placing
Chandrayaan-3 on the
moon with a soft landing
and rolling out the rover
Pragyan on the lunar sur-
face.  Followed by Neeraj
Chopra’s gold medal-win-
ning throw of the javelin,
the terrific race run by the
Indian 4x400 quartet at the
World Athletics
Championships in
Budapest and the mete-
oric rise of Rameshbabu
Praggnanandhaa, the pro-
digious young chess play-
er; it made us all proud to
be Indians. Yet, tri-
umphalism was overcome
by the agony of events in
Himachal Pradesh and
Uttarakhand; nature’s
fury worsened by man-
made ignorance.
Landslides of such propor-
tions have never been wit-
nessed anywhere in India,
wiping out multi-storied
buildings where anyhow
they should never have
been built. Shimla’s 2.75
lakh population is now
realising the folly of con-
struction that resembles
houses made of cards.
That is sad, even though
we realise that there are
some compulsions that
hill states have to live
with. They have limited
means of income and most
of them rely on tourism,
for which infrastructure
is necessary. That infra-
structure is very often of
relatively poor quality as
the rules and laws are sel-
dom complied with. 2023 is
giving us a wake-up call in
this sphere, just like 1999
and 2001 did in the domain
of disaster management
(DM).

Before the Odisha super-
cyclone and the Gujarat
earthquake took a toll of
over 10,000 lives each in
1999 and 2001 respectively,

DM was treated lightly
with a concept based on
response. Under this, we
waited for disasters, never
prepared or trained to
meet them headlong, or
mitigate their likely
effects. On occurrence we
sent some relief with a few
soldiers, policemen, NGOs
and whoever we could
find. The DM Act of
December 2005 changed
everything, creating new
structures such as NDMA,
NDRF and NIDM (all at
the Central level), with the
Union home ministry as
the controlling ministry.
The Prime Minister being
the chairperson of the
NDMA gave the authority
a huge boost. Similar
structures were created at
the state level with an
SDMA, SDRF and in some
states an institute relating
to training, awareness and
research. It goes right
down to the district level,
and in some cases even
panchayats have devel-
oped their own DM plans
with great effectiveness.

So, what is the change
now? Very simply, it has
shifted from response
mode to a disaster cycle
approach. Preparedness
for disaster is the key.
That includes awareness,
procedures and training,
including a tried and test-
ed practice called the
Incident Response
System. The latter clearly
lays down the structure of
the response system and
the responsibilities. The
states are required to noti-
fy this from time to time
and pinpoint responsibili-
ty. Side by side there is the
entire domain of mitiga-
tion, that identifies poten-
tial hazards and draws up
projects, execution of
which will help partially
diminish the effects of that
hazard. The best example
of this is the project to mit-
igate the effects of heat-
waves: housing is con-
structed so as to ward off
the worst effects of heat.
As part of training for pre-
paredness, NDMA con-
ducts table-top exercises

and mock drills by bring-
ing together all stakehold-
ers, including the armed
forces, the railways,
industry (such as the
chemical industry), civil
society outfits, medical
personnel and others to
remind all of their respon-
sibilities, coordinate the
response system and the
command, control and
communications system,
almost like military opera-
tions. Each district admin-
istration is trained with a
dedicated effort by the
NDRF at least once in
three years. The system is
now progressively coming
into place in India, where-
by from the local commu-
nity to the national effort
an outlined process will be
executed. The community
affected by the disaster
knows best if at least some
personnel within it are
trained as volunteers. In
the last few years, the gov-
ernment has initiated the
Aapda Mitra (Friends in
Disaster) scheme which
aims at the creation, train-
ing and maintenance of
300,000 local young volun-
teers with a 12-day train-
ing capsule and an inven-
tory consisting a basic res-
cue kit and personal
insurance for each such
volunteer.

In 2016, Prime Minister
Narendra Modi, based
upon his experience and a
world vision of DM, gave
the nation his Ten Point
Agenda, a comprehensive
set of reminders of the
actions which optimise
the DM system. Prime
among these is the
employment of all avail-
able technologies for miti-
gation of effect, upscaling
of awareness through net-
works and use of the social
media, and very impor-
tantly, the sensitivity to
gender vulnerability, with
women and children being
the worst sufferers of dis-
asters. India has walked
the talk on the very first

point of the Ten Point
Agenda — imbibing of the
principles of disaster risk
management and reduc-
tion. In India’s presidency
of the G-20, one of the inno-
vations has been the cre-
ation of the 13th Working
Group which is on
Disaster Risk Reduction.
It met thrice in the last
five months, at
Gandhinagar, Mumbai
and Chennai; and found
consensus portions,
which hopefully will find
their place in the overall
communique at the final
summit in New Delhi. The
Working Group will
remain a legacy of India’s
presidency, which appar-
ently Brazil and South
Africa, the next chairs in
succession, have
promised to imbibe and
pursue. The focus of the
Working Group was on
early warning systems,
resilient infrastructure
and financing for DRR.

Despite the modernisa-
tion of DM which the gov-
ernment is following
ardently, it is the non-com-
pliance of laws and norms
which endanger entire
communities. The Hima-
layan tragedy is a trauma
the nation has to suffer,
but with deep involve-
ment in research and
development in this field
hopefully some of the ills
may be reversed, although
at great cost. The 15th
Finance Commission has
been expressive about its
concerns for DM. It has
allotted a handsome sum
of money to NDMA to
undertake mitigation pro-
jects to freeze and capture
some of the deterioration
which is taking place. It
will extend to hazards
such as earthquake, heat,
landslides, urban flooding
and lightning. India now
has some of the best tech-
nologies for mass commu-
nication of early warning
of potential hazards. It is
only limited by lack of
awareness.

DM will remain a priori-
ty domain for the govern-
ment, especially after the
continuing evidence of cli-
mate change and the
effects that it brings.

The writer, a retired
lieutenant-general, is a for-

mer GOC of the Srinagar-
based 15 (“Chinar”) Corps.
He is currently a member

of the National Disaster
Management Authority.

STRATEGIC RAKHI ‘GIFT’
The Union government
slashing the price of domes-
tic gas cylinders by `200 for
all consumers is a well-
designed strategy. The
reduction will also affect
LPG cylinders under the
Prime Minister's Ujjwala
Yojana. Prime Minister
Narendra Modi celebrated
the decision as a Rakhi gift
to women. But the
Opposition viewed it as an
election gimmick ahead of
the crucial Lok Sabha elec-
tions next year and the
Assembly polls in a handful
of states. The government
will compensate the oil mar-
keting companies for selling
LPG cylinders at a discount-
ed rate.
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Reducing risk of disasters:
Taking it to India’s public

The stand of the Union government, as revealed in the Supreme Court
on Thursday, that Jammu and Kashmir’s Union territory status is “a
temporary thing” and restoration of complete statehood will “take

some time” but elections can be held “anytime from now” can be seen as a
mere statement of the obvious with very little meaning for the people who
have a right to democratic governance.

The Union government made the statement in response to a pointed
demand by the Supreme Court, which has been hearing petitions against
the 2019 hollowing out of Article 370 that linked the erstwhile state to the
Indian Union, that it wanted “the specific time frame” as to when actual

democracy will be restored. In short, the apex
court, and by extension, the people of the coun-
try, have failed to elicit a “a specific time frame”
on the installation of a popular government
with all the powers that are due to an elected
government in an Indian state.

The Solicitor General, who represented the
government in court, instead, reeled out data
about the ‘progress’ the Union Territory has
made during President’s rule: terror-related
incidents have gone down by 45.2 per cent when
compared to 2018, infiltration is down by 90.2
per cent, incidents of stone pelting and hartals
have come to nil. On the development front, an
investment of about `2,000 crore has already
been done, and 32 of the 53 Pradhan Mantri

Development Projects have been completed. In short, a question on
restoration of democracy is met with statistics on the advantage of a
benevolent dictatorship, and not a specific time frame as demanded.

India is an electoral democracy and the Constitution offers no alternative
to it, except for a brief period of exigencies. Leaving it to the government
of the day and its statistics is akin to putting the very idea on its head, and
hence must not be allowed.

Restore J&K statehood, hold polls  CAMP DAVID GOALS
TTHHEE  RREECCEENNTTLLYY--concluded trilateral
meeting of the United States, Japan
and South Korea at the Camp David US
presidential retreat will have far-
reaching impact on the geopolitics of
the Asia-Pacific. "The Camp David
principles", as the outcome of the meet-
ing was termed, aim at achieving a
cooperative solution to crises if any
arise for these three nations. The aim
of the meeting was to promote and
maintain peace and political stability
in the region in order to enhance eco-
nomic well-being. Such collaboration
among powerful countries will certain-
ly bring prosperity in any given region.
One underlying aim is also to counter
North Korea and China with whom all
three nations had tense relations over
the years.

AArrkkaa  GGoosswwaammii
Durgapur

AT HOME AND ABROAD
JJUUSSTT  AASS  political leaders are gather-
ing in New Delhi for the G-20 summit, a
new Pew Research Centre survey finds
that a median of 34 per cent have
unfavourable views of India and 40 per
cent say they lack confidence in the
Prime Minister. The survey found that
though seven in ten Indians believe
their country has recently become
more influential, only a median of 28
per cent adults across 19 other coun-
tries in the world think so. Argentines
are particularly sceptical: just 12 per
cent in Argentina have confidence in
India's PM. Thus, contrary to the per-
ception, India is actually less popular
than ever.

BBhhaaggwwaann  TThhaaddaannii
Mumbai

Unite for peace
in the world and
for the inclusion
of Taiwan in UN

LETTERS

Russia’s invasion of Ukraine is a reminder of
how autocracies care little about causing
death and destruction. The war is a gross

violation of human rights and the principle of
peaceful settlement of international disputes as
codified in the United Nations Charter, which
has helped maintain the rules-based internation-
al order and kept the world in relative peace since
the end of the Cold War.

The war’s humanitarian and economic fallout
has also shown that in a globalised world crises
cannot be contained within national borders. It is
imperative to deter similar threats to global secu-
rity from happening elsewhere. Taiwan — a
democracy that is home to over 23 million people
and that I proudly represent — continues to con-
front enormous challenges posed by China.

Since the mid-20th century, the People’s
Republic of China (PRC) has vowed to take con-
trol of Taiwan and refused to renounce the use of
force, despite never having ruled Taiwan. For
decades, the people of Taiwan have remained
calm in safeguarding the status quo of peace and
stability across the Taiwan Strait. However, as
China’s economic and military might has grown
stronger, it becomes increasingly aggressive in
flexing its military muscle to intimidate Taiwan,
thereby threatening our democratic way of life.
This includes sending warplanes and ships
across the median line of the Taiwan Strait and

encroaching into our air defence identification
zones. It has also intensified grey-zone tactics,
such as disinformation and economic coercion,
in an attempt to wear down our will to fight.

The PRC’s expansionism does not stop at
Taiwan. China’s use of grey-zone activities in the
East and South China Seas are designed to
expand its power and substantiate its hawkish
territorial claims. In addition to signing a securi-
ty agreement with Solomon Islands in the South
Pacific, the PRC has been securing ports for
future military use in the Indian Ocean. All of
these manoeuvres are causing grave concern that
peace is becoming more difficult to maintain.

Ensuring peace and stability in the Taiwan
Strait is in everyone’s best interest. Half of the
world’s commercial container traffic passes
through the Taiwan Strait each day. Taiwan pro-
duces the majority of the world’s semiconductors
and plays a key role in global supply chains. Any
conflict in the area would have disastrous conse-
quences for the global economy.

In recent years, bilateral and multilateral foru-
ms have repeatedly emphasised that peace and
stability over the Taiwan Strait is indispensable
to global security. While we can all agree that the
war must be avoided, how to best do so requires
inclusion, dialogue, and, most of all, unity.

The United Nations remains the best platform
for global discourse. UN officials speak often of

joint solutions, solidarity, and inclusion in tack-
ling the pressing issues of our time. Taiwan is
more than willing and able to take part in these.

However, Taiwan continues to be excluded
from the UN due to China’s distortion of UN
General Assembly Resolution 2758. This resolu-
tion neither states that Taiwan is a part of the
PRC nor gives the PRC the right to represent the
people of Taiwan in the UN and its specialised
agencies. In fact, the resolution only determines
who represents the member state China, a fact
that the international community and China
itself recognised following the relevant vote in
1971. The subsequent misrepresentation of
Resolution 2758 contradicts the basic principles
upheld by the UN Charter and must be rectified.

The 78th session of the UN General Assembly,
which will centre on the theme “rebuilding trust
and reigniting global solidarity”, is timely in
light of a number of broad global challenges. For
example, the UN’s Sustainable Development
Goals (SDGs) were designed as a shared blueprint
for peace and prosperity. Yet the most recent SDG
progress report showed that just 12 per cent of
SDG targets were on track. On more than 30 per
cent, we have stalled or even regressed.

While there are no easy answers, the first step is
dialogue. As a truly global institution, the UN can
serve as a champion of progress. We call on the
UN to uphold its principle of leaving no one

behind by allowing Taiwan to participate in the
UN system, rather than excluding it from discus-
sions on issues requiring global cooperation. A
good first step would be to allow Taiwanese indi-
viduals and journalists to attend or cover rele-
vant meetings, as well as ensure Taiwan’s mean-
ingful participation in meetings and mechanisms
regarding the SDGs.

Ukraine’s incredible bravery and resilience
have inspired countries around the globe. The
war there has forged a new sense of togetherness
in the world. Unity is crucial to pushing back
against Russia’s aggression and to preserving
universal values, such as human rights and glob-
al peace, more broadly.

It is vital to make China and authoritarian gov-
ernments aware that they will be held account-
able and to urge them to settle differences thro-
ugh peaceful means. Allowing Taiwan to mean-
ingfully participate in the UN system would ben-
efit the world’s efforts to address pressing glo-bal
issues. This would demonstrate the UN’s deter-
mination to unite for global peace at a critical
juncture when the future of the world is at stake.

We are stronger together. Now is the time to act
on this fundamental principle by including Tai-
wan.

The writer is the foreign minister of the
Republic of China (Taiwan)

Subhani

Every Monday the best letter of
the week wins `500. Email: 

asianage.letters@gmail.com. 

Syed Ata Hasnain
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